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. Introduction¢ Cybersecurity 101

o -

What is Cybersecurity?

All the tools we use and actions we take to keep computers,
networks, and information safe and available for those who
need them, and unavailable for those who should not.

It is important to be aware of the potential threat of cyber
crimes because it affects all of us. According to a report, cyber
crime is one of the toughest challenges that the world is
FIOAY3I G2RIEe YR AGQa asSid 02
annually by 2021.

Sourcehttps://cybersecurityventures.com/hackerpocalypsgbercrimereport-2016/
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. Cybersecurity 101

Why is it important to be safe online?

We rely on computers, mobile devices, and the internet for a lot of things in our
day-to-day lives. A lot of our data is stored onlinq or on computers. Even if you
R2y Qi dzaS O2YLJzi SNA NB3IdzA F NI ex 2N Fa |

J “

¢2 SELXIAYy GKAA o06SGUSNE ftSGQa dGr1S8 I f

Myth1cLF €2dz RARY QU Lzl &2dzNJ AYTF2NXI GA2Y
therefore safe from intrusions.
Publicly available government records, court records, records of any organization or

committee that you are a member @gfthese are all viable sources of personal
information.

Myth2¢c¢ KS 20KSNJ O2YY2y YeduK Aa OGKFG AF @
shared with your family and friends.

The internet is a mysterious place sometimes and you never know where your
information will end up. Even if you are being careful and deleting data which
SELIR&aSa LISNE2YIf AYyF2NXIGAZ2Y S GKSNBQA
identifiable information has been copied and stored somewhere and can be
accessed by criminals.

Sourcehttps://www.atg.wa.gov/internetsafetyseniors

Globally, one third of all scams are now targeting mobile transactions with 81
million cybercrime attacks on Financial Institutions in the first half of 2018, 27
million of which targeted the mobile channel. So, these risks apply to-both
computers and smart phones.

Sourcehttps://www.pymnts.com/news/securityand-risk/2018/cybercriminalglobatbanking
mobile-fraud-attacks/
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. Cybersecurity 101

Physical Threats

Before we delve deeper into cyber security threats from our online
activities, we must discuss some offline threats which are just as
dangerous.

Dumpster Diving

In terms of cyber security, dumpster diving is a
practice used to salvage information that could
0S dzaSR G2 OF NN® 2dzi |
limited to searching through the trash for
obvious clues like passwords or PINs. Attackers
can also use information like phone list,
calendar, or address book pages to carry out
malicious activities.

(- e T

Sourcehttps://searchsecurity.techtarget.com/definition/dumpstetiving

Shoulder Surfing

Shoulder surfing refers to the act of acquiring
personal or private information through direct
observation. Shoulder surfing involves looking
over a person's shoulder to obtain vital
information while the victim is unaware. This is
most pervasive in crowded places where a
person uses a computer, smartphone or ATM.

Sourcehttps://www.techopedia.com/definition/4103/shouldesurfing
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. Cybersecurity 101

Securing Mobile Devices

What are mobile devices?
Portable or handheld devices that have data or can connect

to another device that has data.

Risks
A Easily stolen and lost A Guard your devices
A Often not encrypted A Set a strong password
A Targets of virus infections A Use antimalware and
A Can be compromised via updates
wireless A Avoid using open

A Apps collect information networks

© 2018 Air Force Association 8 CyberGenerations



. Cybersecurity 101

Browser Safety
A Use popup blockers

A Use automatic updates

Al221 FT2N |
in the web address

A Look for a padlock in
the address bar

Most browsers have buHin security features to help you stay secure.
However, you must make sure the features aretojmlate and turned on
for them to work properly.

Browsers can block pemp ads and extra programs or scripts that you
R2Y QiU (y29 €2dzONBE R2gyf 2 RAYy3Io

They will also check a site before you visit it to see if it might be a scam or
infected with malicious software.

. N2gaSNB Oly Ftaz2z aoly | ! w[ F2N ]
spoofs to a company is important.
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Cybersecurity 101
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S

Use a secure website
i [221 F2NJ+Fy bab | FG§SNJ

i [22]1 F2NJF WL RE201Q Ay

I Look for a green background or green text

| .@ https://login.microsoftonline.com/ I

a K

Cn C

x [N
wr

Check for correct spelling, beware of spoofs:

| & http://bankOfamerica.com l

Use a free site checker:
GetLinkInfo.com

GetLinkInfo

http:/fuscyberpatriot.org/ Get Link Info

Enter any URL, for example: http://tinyurl.com/2unsh, http://bit.ly/1dNVPAW

Link Information

A Title AFA CyberPatriot Website
Description (none)
e URL http:/fuscyberpatriot.org/ more info @ Safe

&y Effective URL  http:/fuscyberpatriot.org/ more info @ Safe

S8 Redirections (none)

=] Frames 1. httpslwww.youtube. comfembed/sBnOMNfiV2ck more info (&) Safe
@ | External Links View (31 safe. 0 unsafe)

@ Safe Browsing This site is malware-free and safe to visit. Advisory provided by Goagle

© 2018 Air Force Association 10
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. Cybersecurity 101

Personally Identifiable Information PII

Personally Identifiable Information, or PII, is any data that could
potentially be used to identify a particular person.

First Name or Initial and Last Name

SSN

5NA gSNXQRa f A0Sya 2 NJ {
Passport number

Credit Card number

Security Question Answers
Passwords

Fingerprints

Medical information

u—lealth Insurance information /

Source- https://www.lifelock.com/learnridentity-theft-resourceswhat-is-personallyidentifiable-information.html

Why is it important to safeguard your PII?

b2¢l RFéeasz S KSIN GKS GSN¥Y aRIFGF O0ONBFO
breaches at big and small companies have become an everyday affair, unfortunately.
If an organization suffers a data breach, an important concern is whether the

attackers have gained access to the personal data of the customers that do business

with the concerned company. Exposed PII can be sold on the dark web and used to
commit identity theft, putting breach victims at risk.

The Equifax data breach in 2017 exposed the Social Security Numbers of
146 million people and the Names and DOBs of 147 million people.

Sourcehttps://www.marketwatch.com/story/theequifaxdata-breachin-one-chart
201809-07
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. Password Management

Susanwas very active online She especiallyliked the convenienceof online
shoppingand managing her bank card from home Susanhad usedthe same
single passwordfor her personalaccountsfor many years- sheR A Rwaf o

haveto usemorethan one passwordjt wastoo muchhassle Shewas convinced
that one passwordwas perfectfor her onlineactivity.

One day Susanattempted to log into her personalemail, but found that she
g | & gbeto login. Thisseemedoddto Susarsoshetried to log into her online
bank accountto seeif maybe she typed her passwordincorrectly Susanwas
relievedto find out shewasableto getinto her onlinecheckingaccountbut soon
realizedshehad a mysteriouswithdrawal for $500. What had happened?!

After speakingto her bank over the phone, it was confirmedthat the 0 I Yy
customer databasewas breachedearlier in the day. They had sent an email
warning customersof the compromisebut of courseSusang | & ghieto seethe
warning Susansoon realizedthat whomeverhad accessto her bank account
information had also changed her email password Susanthought this only
happenedo other people What couldshedo?
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. Password Management
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How Safe is Your Password?
Page 15will tell you how to check to see if your password is strong and
secure.

Cyber criminals impact our lives daByber Crime Factsn Page 17
illustrates the potential dangers behind our computers.

Password Creation Guidelinegll detail what makes a strong password?
Page 18vill give you stegby-step guidelines.

Maybe you find it too difficult to remember all of your passwords and
you are ready to learn aboltassword Management Systenos Page
19.

You may have noticed that some of your accounts ask if you would like|to

utilize Two Factor Authenticatiord dzii &2 dz I NBYy Qi & dzNBE 6 K
Page 2@ill show you the benefits and the ease of use of that option.

Lastly, inCompromised Accountsn Page 21ywe share how to secure
er accounts after a security breach. /
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. Password Management

'r What you will learn in this section
V How safe is your password?

Password Creation Guidelines

V
V Password Management Systems
V Two-Factor Authentication

V

Steps to take after an account breach

‘ Data compromises may include
names, emails, physical

addresses, personal bank
: details, ethnicity data, and
- phone numbers
Seniors lose an estimated For every incident of violent
$36.5 billion each year due to crime, approximately three
fraud and financial incidents of internet crime were
exploitation committed against seniors

Sourcehttps://www.bloomberg.com/news/features/20185-03/americas-elderly-are-losing37-billion-a-
yearto-fraud
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. Password Management

Password: What is it and why is it important?

Passwords help protect our personal information on the internet
and they are often the only things standing between cyber
criminals and our sensitive data. A strong password is not only
important, but absolutely necessary.

Birthdays Marchtenth, 0310, 03108,
March10

Namesg Yours, Pets, Parents, Shawn, Rachel, Freckles, Kitty
Spouse or Friend

Dictionary Words Password, Security, Profile,
Word

Phone Numbers, Social Securi 2223339999, 1111111111,
Number, Sequential Numbers 769231111, 123456

Names of Movies, TV shows, Titanic,HeyJudeCasablanca
Famous Songs, Dialogues

© 2018 Air Force Association 16 CyberGenerations



. Password Management

How Safe 1sYour-Password?

# of Example Maximum ti.me to
Characters crack:
6 abcl123 3 minutes
7 abcl234 5 hours
x 8 abc12345 3 weeks
abcl123456 5 years
10 abcl234567 526 years

Keyboard characters can make the difference between
WKl O1SRQ: I yR &SOdzNB

w!tt9w OFIasS tSaGidSNa wf 25 SNJ C
4 cyberpass 56 seconds\
CyberPass 8 hours
CyberPass! 6 years
Cyb3rP@ss! 19 years
Cyb3r#P@ss! 530 years
N R

Check to see if your password is secure: https://howsecureismypassword.net
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. Password Management

Pa

52y Q0 'asS 0UKS {IYS tI &
Accounts.

U If you create different passwords for each account, a
breach in one system does not mean a breach of all of
your accounts.

U Multiple passwords can be hard to remember. This is a
good, simple trick: Start with a base password and then
add an abbreviation to the beginning or end which will
remind you what account it is for.

R 2

Example: [base password]  [site] [new]

Gmail: [Ronald!23$ [GMA Ronald!23$GMA
Facebook: 'Ronald!23$ |[FAC  Ronald!23$FAC

© 2018 Air Force Association 18 CyberGenerations



. Password Management

A 2016 Pew Research Center survey had these answers in
NBaLRyasS (2 LI aa62NR 0SKIFJA

aLGQa

YSOSN pemember new 0 KS
into my online 0 ]
accounts, so FT2NJ eSIFNRZ AlUQa
LQY &l /JFS dé 8 S0dzNE Syl|2 dz3 K ©¢

alL
password for

accounts at o ©° GaL 2yt e\ Of
companies where my password if
the breaches AU Qa NXEI dz

200dzNNB R d¢

SOUND FAMILIAR?
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. Password Management

P@ssw#rd Creation Guidelines

LENGTH = STRENGTH
10+ CHARACTERS FOR EVERY PASSWORD

MAKE IT COMPLEXBuUt easy to remember

Always use at least 3 of the following characters:

() 'tt9w /! {@®@ [B28IMJ Ol as
() {.a.h[{ o@:>pPbX&DI w{

5

UNIQUE, NOYOU
DO NOT USE PERSONAL INFO
wC!alL[, Kt ¢ Lhwlcd &{ , {

L9 1 wel{{tlw!{9Q
SHORT PHRASE, EASY TO REMEMBER
2 KSNB Qa 0dKS 0 SSTK

Wh d@ b33f?
Password is now: Whd@b33f?

CHANGE CAN BE GOOD

Change your password everyl@ months

52y Q0 52dzofS 5ALJ
Use different passwords for different accounts

HEEEEON D
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. Password Management

Password Management Systems

Software application that stores and manages passwords that a user has fc
various online accounts.

8

Healthcare Data

ﬁ‘

Shopplng

Email Accounts

—2 @ (—\
e

N

Social Media

OUrBANK

] Personal Info
Bank & Investment

Accounts
CONS
Convenience One password givesccess to ALL your
passwords
Safer than writing down passwords Managemenirograms on your desktop does
not allow for mobile access
Generatesa random password for each of you Cloudmay not be secure and easily
accounts compromised

Did You Know?
63% network intrusions are the result of compromised user passwords
and usernames.

Source: https://www.comparitech.com/vpn/cybersecuritybercrime-statisticsfactstrends/#gref
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. Password Management

Two-Factor Authentication Option
for Your Accounts

Opt in for a second / Generated unique access

Two types of

level of security for code/PIN credentials entered
before given access
your personal Sent as text message to your e angaccount
accounts cell phone

Some services provide
hardware token or other

K device /

Quick Tip:
Youcanusethe Ani KST (G FSI (dz2NB (KL G Qdrusk @1 A
software to ensure that you can track your phone in case you lose it.

Be careful about using SMS verification. Hackers can easily

% intercept your text messages and might also go as far as to
= use your personal information and move your number to a
=N new SIM card.

© 2018 Air Force Association 22
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. Password Management

Notified your account has been compromised?

C Immediately change the password for that account
Aalyeg aritasSa KFrgsS I w{olw/1Q 062E
A Look for the option to CHANGE PASSWORD

Change Your Password

C Contact the service (Gmail, Yahoo, etc.) for support and/or to report an
account breach

A Many site settings are located on the top right corner of the webpage

A Most sites have options to contact the company by email and by phon
Remember legitimate company employees will NEVER ask you for yo
password or other sensitive personal information.

Search Help Search Web

Help for Yahoo Account
Select the product you need help with and find a solution

C Check other accounts to ensure they have not been compromised

A If the sites have been breached, change passwords for the different
accounts and contact the services directly
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. Password Management

Unigue password for every account
10+ mixed characters for strong password
Passphrase, easy to remember, hard to steal

Monitor your accounts frequently

O 0 0 0O O

Password management system can help to
remember passwords in a safe way

Consider Twd-actor Authentication

)

Change your passwords evenl B months

)

C Use different passwords for different accounts
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