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Introduction ςCybersecurity 101

What is Cybersecurity?

All the tools we use and actions we take to keep computers, 
networks, and information safe and available for those who 
need them, and unavailable for those who should not. 

It is important to be aware of the potential threat of cyber 
crimes because it affects all of us. According to a report, cyber 
crime is one of the toughest challenges that the world is 
ŦŀŎƛƴƎ ǘƻŘŀȅ ŀƴŘ ƛǘΩǎ ǎŜǘ ǘƻ Ŏƻǎǘ ǳǎ ǳǇ ǘƻ Ϸс ǘǊƛƭƭƛƻƴ ŘƻƭƭŀǊǎ 
annually by 2021. 

Source: https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Cybersecurity 101

¢ƻ ŜȄǇƭŀƛƴ ǘƘƛǎ ōŜǘǘŜǊΣ ƭŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ ŀǘ ǎƻƳŜ ƳȅǘƘǎ ŀōƻǳǘ ǘƘŜ ƛƴǘŜǊƴŜǘΥ

Myth 1 ςLŦ ȅƻǳ ŘƛŘƴΩǘ Ǉǳǘ ȅƻǳǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴƭƛƴŜΣ ȅƻǳ ŀǊŜ ǳƴǘǊŀŎŜŀōƭŜ ŀƴŘ 
therefore safe from intrusions. 

Publicly available government records, court records, records of any organization or 
committee that you are a member of ςthese are all viable sources of personal 
information. 

Myth 2 ς¢ƘŜ ƻǘƘŜǊ ŎƻƳƳƻƴ ƳȅǘƘ ƛǎ ǘƘŀǘ ƛŦ ȅƻǳ Ǉƻǎǘ ŀƴȅǘƘƛƴƎ ƻƴƭƛƴŜΣ ƛǘΩǎ ƻƴƭȅ 
shared with your family and friends. 

The internet is a mysterious place sometimes and you never know where your 
information will end up. Even if you are being careful and deleting data which 
ŜȄǇƻǎŜǎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ ǘƘŜǊŜΩǎ ŀƭǿŀȅǎ ŀ ŎƘŀƴŎŜ ǘƘŀǘ ȅƻǳǊ ǇŜǊǎƻƴŀƭƭȅ 
identifiable information has been copied and stored somewhere and can be 
accessed by criminals. 

Source: https://www.atg.wa.gov/internet-safety-seniors

Globally, one third of all scams are now targeting mobile transactions with 81 
million cybercrime attacks on Financial Institutions in the first half of 2018, 27 
million of which targeted the mobile channel. So, these risks apply to both -
computers and smart phones.

Source: https://www.pymnts.com/news/security-and-risk/2018/cybercriminals-global-banking-
mobile-fraud-attacks/

Why is it important to be safe online?

We rely on computers, mobile devices, and the internet for a lot of things in our 
day-to-day lives. A lot of our data is stored online or on computers. Even if you 
ŘƻƴΩǘ ǳǎŜ ŎƻƳǇǳǘŜǊǎ ǊŜƎǳƭŀǊƭȅΣ ƻǊ ŀǘ ŀƭƭΣ ƛǘ ƛǎ ǎǘƛƭƭ ǇƻǎǎƛōƭŜ ǘƘŀǘ ȅƻǳǊ Řŀǘŀ ƛǎ ŀǘ ǊƛǎƪΦ 

https://www.atg.wa.gov/internet-safety-seniors
https://www.pymnts.com/news/security-and-risk/2018/cybercriminals-global-banking-mobile-fraud-attacks/
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Cybersecurity 101

Physical Threats

Before we delve deeper into cyber security threats from our online 
activities, we must discuss some offline threats  which are just as 
dangerous. 

Dumpster Diving

Shoulder Surfing

In terms of cyber security, dumpster diving is a 
practice used to salvage information that could 
ōŜ ǳǎŜŘ ǘƻ ŎŀǊǊȅ ƻǳǘ ŀ ŎȅōŜǊ ŀǘǘŀŎƪΦ LǘΩǎ ƴƻǘ Ƨǳǎǘ 
limited to searching through the trash for 
obvious clues like passwords or PINs. Attackers 
can also use information like phone list, 
calendar, or address book pages to carry out 
malicious activities. 

Source: https://searchsecurity.techtarget.com/definition/dumpster-diving

Shoulder surfing refers to the act of acquiring 
personal or private information through direct 
observation. Shoulder surfing involves looking 
over a person's shoulder to obtain vital 
information while the victim is unaware. This is 
most pervasive in crowded places where a 
person uses a computer, smartphone or ATM.

Source: https://www.techopedia.com/definition/4103/shoulder-surfing

https://searchsecurity.techtarget.com/definition/dumpster-diving
https://www.techopedia.com/definition/4103/shoulder-surfing
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Cybersecurity 101

Securing Mobile Devices

Risks Fixes
ÁEasily stolen and lost
ÁOften not encrypted
ÁTargets of virus infections
ÁCan be compromised via 

wireless
ÁApps collect information

ÁGuard your devices
ÁSet a strong password
ÁUse anti-malware and 

updates
ÁAvoid using open 

networks

What are mobile devices?

Portable or handheld devices that have data or can connect 
to another device that has data. 
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Cybersecurity 101

Browser Safety

Most browsers have built-in security features to help you stay secure. 
However, you must make sure the features are up-to-date and turned on 
for them to work properly.

Browsers can block pop-up ads and extra programs or scripts that you 
ŘƻƴΩǘ ƪƴƻǿ ȅƻǳΩǊŜ ŘƻǿƴƭƻŀŘƛƴƎΦ

They will also check a site before you visit it to see if it might be a scam or 
infected with malicious software.

.ǊƻǿǎŜǊǎ Ŏŀƴ ŀƭǎƻ ǎŎŀƴ ŀ ¦w[ ŦƻǊ ƪƴƻǿƴ ǎǇƻƻŦǎΦ ¢ƘŀǘΩǎ ǿƘȅ ǊŜǇƻǊǘƛƴƎ 
spoofs to a company is important.

Å Use pop-up blockers

Å Use automatic updates

Å [ƻƻƪ ŦƻǊ ŀ ά{έ ŀŦǘŜǊ ƘǘǘǇ 
in the web address

Å Look for a padlock in 
the address bar
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Cybersecurity 101

Use a free site checker: 
G e t L i n k I n f o . c o m

Use a secure website: 
ï [ƻƻƪ ŦƻǊ ŀƴ ϦǎϦ ŀŦǘŜǊ άƘǘǘǇέ ƛƴ ǘƘŜ ǿŜō ŀŘŘǊŜǎǎ
ï [ƻƻƪ ŦƻǊ ŀ ΨǇŀŘƭƻŎƪΩ ƛƴ ǘƘŜ ōǊƻǿǎŜǊ ŀŘŘǊŜǎǎ ōŀǊ
ï Look for a green background or green text

http://bank0famerica.com

https://login.microsoftonline.com/

!ǎƪΥ άL{ ¢IL{ ! {!C9 {L¢9Κέ

Check for correct spelling, beware of spoofs:
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Cybersecurity 101

Personally Identifiable Information PII

Personally Identifiable Information, or PII, is any data that could 
potentially be used to identify a particular person. 

Source- https://www.lifelock.com/learn-identity-theft-resources-what-is-personally-identifiable-information.html

Why is it important to safeguard your PII?

bƻǿŀŘŀȅǎΣ ǿŜ ƘŜŀǊ ǘƘŜ ǘŜǊƳ άŘŀǘŀ ōǊŜŀŎƘέ ǘƻǎǎŜŘ ŀǊƻǳƴŘ ŀ ƭƻǘΦ  ¢ƘŀǘΩǎ ōŜŎŀǳǎŜ Řŀǘŀ 
breaches at big and small companies have become an everyday affair, unfortunately. 

If an organization suffers a data breach, an important concern is whether the 
attackers have gained access to the personal data of the customers that do business 
with the concerned company. Exposed PII can be sold on the dark web and used to 
commit identity theft, putting breach victims at risk.

The Equifax data breach in 2017 exposed the Social Security Numbers of 
146 million people and the Names and DOBs of 147 million people. 

Source: https://www.marketwatch.com/story/the-equifax-data-breach-in-one-chart-
2018-09-07

First Name or Initial and Last Name
SSN
5ǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ƻǊ {ǘŀǘŜ L5 ŎŀǊŘ І
Passport number
Credit Card number
Security Question Answers
Passwords
Fingerprints
Medical information
Health Insurance information

https://www.lifelock.com/learn-identity-theft-resources-what-is-personally-identifiable-information.html
https://www.lifelock.com/learn-identity-theft-resources-what-is-personally-identifiable-information.html
https://www.marketwatch.com/story/the-equifax-data-breach-in-one-chart-2018-09-07
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Module 1

Password Management
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Password Management

Susanwas very active online. She especiallyliked the convenienceof online
shoppingand managingher bank card from home. Susanhad used the same
singlepasswordfor her personalaccountsfor many years- sheŘƛŘƴΩǘwant to
haveto usemore than onepassword,it wastoo muchhassle. Shewasconvinced
that onepasswordwasperfectfor heronlineactivity.

One day Susanattempted to log into her personalemail, but found that she
ǿŀǎƴΩǘable to log in. Thisseemedodd to Susansoshetried to log into her online
bank account to see if maybe she typed her passwordincorrectly. Susanwas
relievedto find out shewasableto get into her onlinecheckingaccountbut soon
realizedshehada mysteriouswithdrawal for $500. What hadhappened?!

After speakingto her bank over the phone, it was confirmed that the ōŀƴƪΩǎ
customerdatabasewas breachedearlier in the day. They had sent an email
warningcustomersof the compromisebut of courseSusanǿŀǎƴΩǘableto seethe
warning. Susansoon realizedthat whomeverhad accessto her bank account
information had also changed her email password. Susanthought this only
happenedto other people. What couldshedo?
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Password Management

{ŀŘƭȅΣ ǘƘƛǎ ǎŎŜƴŀǊƛƻ ƛǎ ƳƻǊŜ ŎƻƳƳƻƴ ǘƘŀƴ ȅƻǳ Ƴŀȅ ǘƘƛƴƪΧΦ

How Safe is Your Password?
Page 15 will tell you how to check to see if your password is strong and 
secure.

Cyber criminals impact our lives daily. Cyber Crime Factson Page 17 
illustrates the potential dangers behind our computers. 

Password Creation Guidelines will detail what makes a strong password? 
Page 18will give you step-by-step guidelines. 

Maybe you find it too difficult to remember all of your passwords and 
you are ready to learn about Password Management Systems on Page 
19.  

You may have noticed that some of your accounts ask if you would like to 
utilize Two Factor Authenticationōǳǘ ȅƻǳ ŀǊŜƴΩǘ ǎǳǊŜ ǿƘŀǘ ǘƘŀǘ ŜƴǘŀƛƭǎΦ 
Page 20 will show you the benefits and the ease of use of that option. 

Lastly, in Compromised Accounts on Page 21,we share how to secure 
your accounts after a security breach. 
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Password Management

What you will learn in this section:

V How safe is your password?

V Password Creation Guidelines

V Password Management Systems

V Two-Factor Authentication

V Steps to take after an account breach 

Seniors lose an estimated 
$36.5 billion each year due to 

fraud and financial 
exploitation

For every incident of violent 
crime, approximately three 

incidents of internet crime were 
committed against seniors

Data compromises may include 
names, emails, physical 

addresses, personal bank 
details, ethnicity data, and 

phone numbers 

Source: https://www.bloomberg.com/news/features/2018-05-03/america-s-elderly-are-losing-37-billion-a-
year-to-fraud

https://www.bloomberg.com/news/features/2018-05-03/america-s-elderly-are-losing-37-billion-a-year-to-fraud
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Password Management

Password: What is it and why is it important?

Passwords help protect our personal information on the internet 
and they are often the only things standing between cyber 
criminals and our sensitive data. A strong password is not only 
important, but absolutely necessary.

Bad Password Ideas Examples

Birthdays Marchtenth, 0310, 03108, 
March10

Names ςYours, Pets, Parents, 
Spouse or Friend 

Shawn, Rachel, Freckles, Kitty

Dictionary Words Password, Security, Profile, 
Word

Phone Numbers, Social Security 
Number, Sequential Numbers

2223339999, 1111111111, 
769231111, 123456

Names of Movies, TV shows, 
Famous Songs, Dialogues 

Titanic, HeyJude, Casablanca
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How Safe is Your Password?

Keyboard characters can make the difference between 
ΨƘŀŎƪŜŘΩ ŀƴŘ ǎŜŎǳǊŜ:

cyberpass 56 seconds
CyberPass 8 hours
CyberPass! 6 years
Cyb3rP@ss! 19 years
Cyb3r#P@ss! 530 years

ω¦tt9w ŎŀǎŜ ƭŜǘǘŜǊǎ     ωƭƻǿŜǊ ŎŀǎŜ ƭŜǘǘŜǊǎ     ωƴǳƳōŜǊǎ     ωǎȅƳōƻƭǎ

17

Password Management

Check to see if your password is secure: https://howsecureismypassword.net

# of 
Characters

Example
Maximum time to 

crack:

6 abc123 3 minutes

7 abc1234 5 hours

8 abc12345 3 weeks

9 abc123456 5 years

10 abc1234567 526 years
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Password Management

5ƻƴΩǘ ¦ǎŜ ǘƘŜ {ŀƳŜ tŀǎǎǿƻǊŘ ŦƻǊ !ƭƭ ¸ƻǳǊ 
Accounts.

ü If you create different passwords for each account, a 
breach in one system does not mean a breach of all of 
your accounts.

ü Multiple passwords can be hard to remember. This is a 
good, simple trick: Start with a base password and then 
add an abbreviation to the beginning or end which will 
remind you what account it is for.

Example:          [base password]      [site]        [new]

Gmail:                   [Ronald!23$] [GMA]       Ronald!23$GMA
Facebook:             [Ronald!23$] [FAC]        Ronald!23$FAC
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Password Management

άL ƻƴƭȅ ŎƘŀƴƎŜ 
my password if 
ƛǘΩǎ ǊŜǉǳƛǊŜŘΦέ

άL ƻƴƭȅ ŎƘŀƴƎŜŘ Ƴȅ 
password for 
accounts at 

companies where 
the breaches 
ƻŎŎǳǊǊŜŘΦέ

άLǘΩǎ ǘƻƻ ƳǳŎƘ ǘƻ 
remember new 
ǇŀǎǎǿƻǊŘǎΦέ

άLΩǾŜ ƘŀŘ ǘƘŜ 
same password 
ŦƻǊ ȅŜŀǊǎΣ ƛǘΩǎ 
ǎŜŎǳǊŜ ŜƴƻǳƎƘΦέ

άL ƴŜǾŜǊ ƭƻƎ 
into my online 
accounts, so 
LΩƳ ǎŀŦŜΦέ

A 2016 Pew Research Center survey had these answers in 
ǊŜǎǇƻƴǎŜ ǘƻ ǇŀǎǎǿƻǊŘ ōŜƘŀǾƛƻǊ ŦƻǊ ŀŘǳƭǘǎ рр ŀƴŘ ƻƭŘŜǊΧ

SOUND FAMILIAR?
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LENGTH = STRENGTH
10+ CHARACTERS FOR EVERY PASSWORD

MAKE IT COMPLEX ςBut easy to remember
Always use at least 3 of the following characters:
ω  ¦tt9w /!{9 [9¢¢9w{ω  ƭƻǿŜǊ ŎŀǎŜ ƭŜǘǘŜǊǎ
ω  {¸a.h[{ όϝ҈ϷІϪΗύω  b¦a.9w{

UNIQUE, NOT YOU
DO NOT USE PERSONAL INFO 
ωC!aL[¸κt9¢ b!a9{ ω.Lw¢I5!¸{

¦{9 ! Ψt!{{tIw!{9Ω
SHORT PHRASE, EASY TO REMEMBER
²ƘŜǊŜΩǎ    ǘƘŜ    ōŜŜŦΚ
Wh d@    b33f?
Password is now: Whd@b33f?

20

Password Management

P@ssw#rd  Creat ion  Gu ide l ines

CHANGE CAN BE GOOD
Change your password every 6-12 months

5ƻƴΩǘ 5ƻǳōƭŜ 5ƛǇ 
Use different passwords for different accounts
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Password  Management  Systems
Software application that stores and manages passwords that a user has for 

various online accounts.

PROS CONS

Convenience One password givesaccess to ALL your 
passwords

Safer than writing down passwords Managementprograms on your desktop does 
not allow for mobile access

Generatesa random password for each of your 
accounts

Cloudmay not be secure and easily 
compromised

Bank & Investment 
Accounts

Social Media

Healthcare DataEmail Accounts

Shopping

P
a
s
s
w

o
rd

 M
a
n
a
g

e
m

e
n
t 

S
y
s
te

m

21

Password Management

Personal Info 

Source: https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/#gref

Did You Know?
63% network intrusions are the result of compromised user passwords 
and usernames.   
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Two types of 
credentials entered 
before  given access 

to an account

Generated unique access 
code/PIN

Sent as text message to your 
cell phone

Some services provide 
hardware token or other 

device 

Opt in for a second 
level of security for 

your personal 
accounts

Quick Tip:
You can use the Anti-¢ƘŜŦǘ ŦŜŀǘǳǊŜ ǘƘŀǘΩǎ ŀǾŀƛƭŀōƭŜ ǿƛǘƘ ŎŜǊǘŀƛƴ ŀƴǘƛ-virus 
software to ensure that you can track your phone in case you lose it. 

PIN
1501

22

Password Management

Two-Fac to r  Au thent i ca t ion  Opt ion  
fo r  Your  Accounts

Be careful about using SMS verification. Hackers can easily 
intercept your text messages and might also go as far as to 
use your personal information and move your number to a 
new SIM card. 
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Notified your account has been compromised?

Ç Immediately change the password for that account

Å aŀƴȅ ǎƛǘŜǎ ƘŀǾŜ ŀ Ψ{9!w/IΩ ōƻȄ ƻǊ Ψ/ƻƴǘŀŎǘ ¦ǎΩ ƻǇǘƛƻƴ

Å Look for the option to CHANGE PASSWORD

Ç Contact the service (Gmail, Yahoo, etc.) for support and/or to report an 
account breach

Å Many site settings are located on the top right corner of the webpage

Å Most sites have options to contact the company by email and by phone. 
Remember legitimate company employees will NEVER ask you for your 
password or other sensitive personal information. 

Ç Check other accounts to ensure they have not been compromised

Å If the sites have been breached, change passwords for the different 
accounts and contact the services directly

23

Password Management
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Review Checklist

Ç Unique password for every account 

Ç 10+ mixed characters for strong password

Ç Passphrase, easy to remember, hard to steal

Ç Monitor your accounts frequently

Ç Password management system can help to 
remember passwords in a safe way

Ç Consider Two-Factor Authentication 

Ç Change your passwords every 6-12 months

Ç Use different passwords for different accounts

24

Password Management


